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VIRTIJAL MACHINE SYSTEM FOR INCORPORATED EQUIPMENT 

(57)Abstract; ... 

PROBLEM TO BE SOLVED: To directly execute a 
hardware access processing from an application without 
using a device driver. 

SOLUTION: An interruption controller 35 is provided 
between hardware 31 and an operating system 32 and a 
virtual machine 33 and the application 34 are 
constituted on the operating system 32. When 
interruption is present from the hardware 31, an 
interruption processor managed by the operating system 
,32 is activated, the application 34 activates the 
interruption controller 35 by API bypassing the virtual 
machine 33 in response to that and the hardware 31 is 
directly controlled. 
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CLAIMS 
[ClaimCs)] 

[Claim l] The virtual machine system for incorporated appUances equipped with the 1st 
hardware access means which is constituted by appUcation, a virtual machine, and the operating 
system and is managed by the operating system, and the 2nd hardware access means managed 
by appUcation or the virtual machine. 

[Claim 2] Said 2nd hardware access means is a virtual machine system for incorporated 
appUances according to claim 1 characterized by being what performs hardware access 

processing in relation to said 1st hardware access means. . :• , 

[Claim 3] Said each of 1st and 2nd hardware access means are the virtual machine systems for 
incorporated appUances according to claim 1 which were an interrupt controUer, and could 
perform interrupt processing with appUcation or a virtual machine while it was connected with 
the interrupt handler of an operating system. 

[Claim 4] The virtual machine system for incorporated appUances according to claim 1 
characterized by said virtual machine being a Java (trademark) virtual machine. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] Especially this invention relates to the virtual machine system for 
incorporated appUances in a Java execution environment about the virtual machine system for 
incorporated appUances. 
[0002] 

[Background of the Invention] In the conventional computer system, as shown in drawing 1 , an 
operating system (OS) 2 is placed on the configuration of hardware 1, and the various 
appUcations 3 are moved by making an operating system 2 into a platform. Although a computer 
system has the architecture of the proper depending on the configuration of hardware 1, an 
operating system 2 absorbs the difference in hardware 1, and enables it to operate appUcation 3 
on a different hardware configuration. Moreover, what changed the appUcation 3 for activation 
into the machine language from the source code 4 using the assembler, the compiler, etc. is used. 
[0003] However, it depended on the operating system 2 for appUcation 3 (what is depended on a 
machine language) at such a computer system, and since it was necessary to compile to a 
machine language which is different if operating systems 2 differ even if a source code 4 is the 
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same, application 3 was not able to be moved on a different operating system 2 (for example, 
Windows (trademark), Unix (trademark), Linux, etc.). 

[0004] Then, as shown in drawing 2 , there is a design that I will make it the application 14 
which was made to absorb the difference in hardware 11 or an operating system 12 with a virtual 
machine 13, and was compiled with Java, a C++ compiler, etc. move on any hardware 11 and 
operating systems 12, conventionally by building a virtual machine 13 on an operating system 
12. A virtual machine (virtual machine;VM) 13 is the computer (software) with logical 
architecture formed on the computer, and an operating system and hardware are supposed and it 
enables it to treat with a common interface (I/F) here. Especially, the Java virtual machine of 
Sun Microsystems, Inc. (Sun Microsystems) attracts attention in recent years. Java2 Platform 
and Micro Edition are announced especially as an object for incorporated appliances. 
[0005] Moreover, in the object for incorporated appliances, and the other software developments 
of**, in order to raise the productivity, it is thought that object-oriented languages, such as C++ 
and Java, become in use from now on. Especially, according to Java language, in the 
environment where the Java virtual machine is mounted, the code (cutting tool code) 
independent of hardware is generable. 

[0006] However, in for incorporated appliances, as shown in drawing 3 , ROM17 and the memory 
of RAM 18 grade are connected with CPU (microprocessor) 16 through the bus line 20, and 
interruption from the various peripheral devices 19 may enter through the lines 21, such as a 
LAN controller/and a serial boat, a parallel port. Therefore, in activation of application, the 
approach of controlling these interruption poses a problem. 

[0007] If in the case of the computer system which does not mount the virtual machine the 
interrupt by the asynchronous access signal occurs as are shown in drawing 4 , and application 3 
is described to operating system 2 and hardware 1 dedication and it is shown in drawing 5 (step 
Si), the I/O access instruction of a microprocessor is executed (step S2), and it has become the 
structure which controls direct hardware (peripheral device). 

[0008] However, as shown in. drawing 6 , in order to. give the similarity as language, direct access 
to an operating system 12 or hardware 11 from application 14 is not allowed with the system 
which mounted the virtual machine expected to become the mainstream from now on, for 
example, a Java execution environment. Therefore, it is impossible to incorporate directly by the 
high level language or Java, and to create the application 14 of a device, and it is required to 
solve this. 

[0009] Therefore, in the case of the system which mounted the virtual machine 13, the device 
driver 22 for controlling a peripheral device to be shown in drawing 7 is described by the 
assembler or C, and application 14 serves as structure which accesses hardware 11 by. the device 
driver 22 through the common interface (I/F) 23. 

[00 10] With such a configuration, in order to access hardware 11 If the interrupt request of the 
asynchronous access signal is outputted and carried out as shown in the flow of drawing 8 (step 
Sll) A device driver 22 is opened by API (Application Programing Interface) of a virtual machine 
13 by accessing a virtual machine 13 through the common interface 23 (step S12). Subsequently, 
access an operating system 12 through the common interface 23, and a device driver 22 is opened 
by API of an operating system 12 (step S13). Furthermore, a hardware access request is 
outputted by API of a virtual machine 13 (step S14), and a hardware access request is outputted 
by API of an operating system 12 (step S15). By this, a device driver 22 accesses hardware 11 and 
a device driver (step S16) 22 returns a result (step S17). Then, application 14 needs processing in 
which close a device driver 22 by API of a virtual machine 13 (step S18), and a device driver 22 is 
closed by API of an operating system 12 (step S19). 

[0011] Or as shown in drawing 9 , the common device driver 24 for controlling a peripheral device 
is formed, and application 14 may access hardware 11 by the common device driver 24 through 
the common interface (I/F) 23. 

[0012] However, by these approaches, apart from application, since the device driver (common) 
had to be described by the assembler or C, since the fabrication of a device driver was needed, 
development effectiveness was bad, and it or before and productivity did not change. Moreover, 
control of fine hardware was not completed by the approach of accessing hardware through a 
common interface. Furthermore, since API was called by multiplex, there was a problem that 
processing speed was slow. 

[0013] Moreover, it is important that hardware 11 is finely controllable by the incorporated 
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appliance from application 14 to the similarity and coincidence of language. Therefore, in the 
latest measure, API of the bypass which can carry out direct access is prepared for an operating 
system or hardware, and they are supported. However, the operating system 12 was carrying out 
unitary management, and the resource important for actuation of the operating systems 12, such 
as interruption, had it in the system which mounted the virtual machine 13. [ impossible for 
bypassing a virtual machine 13 like drawing 10 "] 

[0014] Next, in the conventional interruption processor, it interrupted and interruption 
processing was performed [ prepared / a controller 26 or interrupting, while receiving 
interruption from a peripheral device, and supervising / having been prepared in the exterior of 
CPU16, as shown in drawing 12 / the condition of the source by the controller 26, by 
interrupting, / in the interior of CPU16 / as shown in drawing 11 ]: 

[0015] Drawing 13 expresses the interrupt-processing equipment which interrupted the interior 
of CPU 16 and formed the controller 28. If an external interrupt request is permitted, the 
interrupt from the interruption source 27 will occur (Cl), and the interruption controller 28 will 
receive interruption, and if interruption is received "~ an operating system 12 - interrupting - 
blocking - others (C2) - interruption is forbidden. Subsequently, the OS interrupt handler 29 is 
started (C3), and a semaphore notifies rising to the Java virtual machine interrupt handler 30 . 
(C4). If the Java virtual machine interrupt handler 30 rises, the interruption processing by Java 
virtual machine 13 will occur (C5). The started OS interrupt handler 29 supervises progress of 
interruption processing by communicating with the interruption controller 28 (C6). And if the OS 
interrupt handler 29 interrupts, the interruption condition of the source 27 is canceled (C7), an 
operating system 12 interrupts, after interruption processing is completed, and a block is. 
canceled (C8), the OS interrupt handler 29 will escape from a handler, and it will come out of it 
(C9). ... ■ . - ..- . • ' - 

[0016] Thus, package management is carried out by the operating system, and interruption 
processing was able to be controlled by the conventional interruption processor neither with 
application nor a virtual machine. For this reason, the effort which must perform by interrupting 
by controlling hardware by the device driver as mentioned above, and creates a device driver 
with creation of application was required. 
[0017] 

[Description of the Invention] The place made into the object of this invention is to enable it to 
perform direct hardware access processing from application, without using a device driver. . 
[0018] The virtual machine system for incorporated apphances concerning this invention is 
constituted by application, a virtual machine, and the operating system, and is equipped with 
the 1st hardware access means managed by the operating system, and the 2nd hardware access 
means managed by application or the virtual machine. 

[0019] Since the virtual machine system for incorporated apphances concerning this invention is 
equipped with the hardware access means managed by application or the virtual machine apart 
from the hardware access means managed by the operating system, it can perform hardware 
access processing also with application or a virtual machine. Therefore, there is no need of 
writing a device driver to accessing hardware from application or a virtual machine, and the 
program for accessing hardware can be written in application. Therefore, development of 
application can be made easy. 

[0020] In the operation gestalt of this invention, said 2nd hardware access means performs 
hardware access processing in relation to said 1st hardware access means. Since the hardware 
access means managed by application or the virtual machine is connected with the hardware 
access means managed by the operating system, after an operating system starts access to 
hardware, it enables application or a virtual machine to succeed from an operating system, and 
to continue and access hardware. Therefore, application and a virtual machine can access 
hardware now also by the system which can access hardware directly neither from application 
nor a virtual machine. 

[0021] Moreover, in another operation gestalt of this invention, said each of 1st and 2nd 
hardware access means are interrupt controllers, and they can perform interrupt processing 
with application or a virtual machine, being connected with the interrupt handler of an 
operating system. After an operating system receives an interrupt especially in the case of 
interrupt processing, interrupt processing can be passed to application or a virtual machine with 
an interrupt handler. 
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[0022] Especially as a virtual machine, the Java virtual machine attracts attention and a 
response becomes easy also as an object for incorporated appliances. 

[0023] In addition, the component explained the above of this invention is combinable as much as 

possible. 

[0024] 

[Embodiment of the Invention] (1st operation gestalt) The virtual machine system for 
incorporated appliances by 1 operation gestalt of this invention is shown in drawing 14 . Kit is in 
this virtual machine system for incorporated appliances, interrupt control equipment (hardware 
access means) 35 is formed between hardware 31 and an operating system 32, and application 34 
is performed on Java virtual machine 33 mounted on the operating system 32. 
[0025] If it is in this virtual machine system for inclusion devices, the interrupt request from 
hardware 31 is inputted into an operating system 32 through interrupt control equipment 35. If 
an interrupt request is received, an operating system 32 will perform interrupt processing. 
Application 34 accesses interrupt control equipment 35 in cooperation in relation to an operating 
system 32 interrupting and processing, and performs interruption processing with interrupt 
control equipment 35. 

[0026] As an approach application 34 accesses interrupt control equipment 35, also by API which 
bypasses a virtual machine 33, it is good, and from a virtual machine 33, an operating system 32 
may be bypassed and may be accessed. 

[0027] A deer is carried out, according to this system, in harmony with an operating system 32, 
direct interrupt control equipment 35 is accessed from application 34, and an interrupt can be 
controlled. 

[0028] Thus, since interrupt control equipment 35 is formed between an operating system 32 and 
hardware 31 and it enables it to control interrupt control equipment 35 from application 34, it is 
not necessary to write a device driver like before, the program for interruption processing can be 
written into application 34, and the productivity of application 34 can be raised. Moreover, since 
API is not started by multiplex like before, processing speed improves. 

[0029] As an approach application 34 accesses hardware, a virtual machine 33 may be bypassed, 
for example, interrupt control equipment 35 may be accessed, and interrupt control equipment 
35 may be accessed via a virtual machine 33. Drawing 15 shows how to control interrupt control 
equipment 35 by API which bypasses a virtual machine 33. By this approach, if there is an 
access request with an asynchronous access signal first as shown in the flow of drawing 15 (step 
S21), the I/O object which accesses interrupt control equipment 35 by API which bypasses a 
virtual machine 33 will be created (step S22), and hardware 31 will be accessed using this I/O 
object (step S23). Then, the I/O object which accesses interrupt control equipment 35 by API 
which bypasses a virtual machine 33 is deleted (step S24). 

[0030] Moreover, drawing 16 expresses the another approach of accessing hardware. That is, if 
there is an access request with an asynchronous access signal (step S3l), the I/O object which 
accesses interrupt control equipment 35 by API which bypasses a virtual machine 33 will be 
created (step S32), and an access request will be carried out to a hardware access means 
(interrupt control equipment 35) using the I/O object (step S33). A hardware access means 
restricts the function of an operating system 32, or changes the actuation (step S34), and 
accesses hardware 31 using an I/O object (step S35). And if interruption processing is completed, 
a hardware access means (interrupt control equipment 35) will restrict the function of an 
operating system 32, or will cancel modification of the actuation (step S36), and will delete an I/O 
object by API which subsequently bypasses a virtual machine 33 (step S37). 
[0031] Drawing 17 shows the structure for forming the external interruption controller 
(interrupt control equipment) 35 between hardware 31 and an operating system 32, and 
operating interruption processing from application 34. this interruption art — an operating 
system 32 - an external interrupt request - receiving interruption granting a permission 
(Cll) - an interrupt occurs from the interruption source 37 (C12), the external interruption 
controller 35 receives interruption, and interruption is inputted into the interrupt controller 38 
of the CPU36 interior from the external interruption controller 35 (C13). and - if interruption is 
received CPU36 " an operating system 12 - interrupting - blocking - others (C14) - 
interruption is forbidden. Subsequently, an integrated interrupt handler (OS level) is started 
(C15). The integrated interrupt handler 39 makes disapproval external interruption of an 
additional interruption block function (C16), a semaphore notifies rising to the Java virtual 
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machine interrupt handler 40 (C17), the integrated interrupt handler 39 exits from the loop 
formation of interruption processing (C18), and an operating system 32 cancels the interruption 
block in an interrupt controller 38 (C19). On the other hand, the java virtual machine interrupt 
handler 40 rises, performs interruption processing by Java virtual machine 33 (C20), and 
supervises interrupt processing by communicating with the external interruption controller 35 
(or interruption source 37) (C2l). After interrupt processing by Java virtual machine 33 is 
completed, the Java virtual machine interrupt handler 40 ends interrupt processing (C22), and 
the integrated interrupt handler 39 carries out external interruption to authorization in an „ 
interrupt controller 38 (C23). 

[0032] In addition, in drawing 17 , although the interruption controller is formed in the interior 
of CPU, it interrupts with an external interruption controller and the controller may also be 
formed in the exterior of CPU. 
[0033] 

[Effect of the Invention] According to the virtual machine system for incorporated appliances of 
this invention, the hardware access means has doubled, and since it operates in relation to the 
hardware access means by the side of an operating system, the 2nd hardware access means 
managed by application etc. can perform direct hardware access processing now from 
application, and can aim at the productivity drive of application, and improvement in processing 
speed. 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing l] It is drawing showing the configuration of the conventional general computer 
system. 

[Drawing 2] It is drawing showing the configuration of the conventional computer system 
equipped with the virtaal machbie. T ~ 

[Drawing 3] It is drawing showing the relation between a microprocessor and a peripheral 
device.'' ■ * "V 

[Drawing 4] In the computer system of drawing 1 , it is drawing showing signs that hardware is 
controlled directly from application. 

[Drawing 5] In a computer system same as the above, it is flow drawing explaining the procedure 
which accesses hardware. 

[Drawing 6] In the computer system equipped with the virtual machine, it is drawing showing 
signs that it cannot access from application to an operating system or hardware. 
[Drawing 7] It is drawing showing the computer system it enabled it to access from application to 
hardware using a device driver and a common interface. 

[Drawing 8] It is drawing explaining the procedure accessed from application to hardware by the 
approach same as the above. 

[Drawing 9] It is drawing showing the computer system it enabled it to access from application to 
hardware using a common device driver and a common interface. 

[Drawing 10] It is drawing showing the computer system it enabled it to access from application 
to hardware using API which bypasses a virtual machine. 

[Drawing ll] It is drawing showing the conventional system which formed the interrupt 
controller in the interior of a microprocessor. 

[Drawing 12] It is drawing showing the conventional system which formed the interrupt 
controller in the exterior of a microprocessor. 

[Drawing 13] It is the block diagram showing the configuration of conventional 
interrupt-processing equipment. 

[Drawing 141 It is the schematic diagram showing the virtual machine structure of a system for 
incorporated appliances by 1 operation gestalt of this invention. 

[Drawing 15] In the virtual machine for incorporated appliances same as the above, it is flow 
drawing explaining how to access hardware. 

[Drawing 161 In the virtual system for incorporated appliances of drawing 14 , it is flow drawing 
explaining the another approach of accessing hardware. 

[Drawing 17] It is drawing showing the configuration of the interrupt-processing equipment 



concerning this invention. 
[Description of Notations] 

31 Hardware 

32 Operating System 

33 Virtual Machine 

34 Application 

35 Control Unit 
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